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(3 coronavirus.txt - Windows 2%
OEE BEE MAO B2V E8%
CORONAVIRUS is there g
All your file are crypted.
Your computer is temporarily blocked on several levels.
Applying strong military secret encryption algorithm.

|
o
X

To assist in decrypting your files, you must do the following:

1. Pay 0.008 btc to Bitcoin wallet bc1q6ryyex33jxgr46u3jyrebbuey07e2xy3v2cah
or purchase the receipt Bitcoin;

2. Contact us by e-mail: coronaVi2022@protonmail.ch and tell us this your
unique ID: C985DFB339BA422A68F7FD6A423387F8

and send the link to Bitcoin transaction generated or Bitcoin check number.
After all this, you get in your email the following:

1. Instructions and software to unlock your computer

2. Program - decryptor of your files.

Donations to the US presidential elections are accepted around the clock.
Desine sperare qui hic intras! [Wait to payment timeout 25 - 40 min]
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v1 = alloca(24656);
ns_exc.old_esp = (DWORD)&u24;
v2 = lpFilename;

1€ ( 1pFilename )

ms_exc.registration.TryLevel = 0;
_mn_storel_pd((double =)&szFilesize, 0i68);
GetCurrentThreadid();

Sub_NO17E0() ;
SQ!FI!"(K"”IHU((l'ﬁ'sll)lpl’ilenan, -.-).

12019Fu, 7u, 0, 3u, 0x80u, 0);

Flleuandle -nFlleumalo-
File = M‘ileuamﬂw

<
if ( GetFileSizeEx(hFileHandle, G&szFileSize) )

&
dwMaximnunSizelow = szFileSize;
if ( szFileSize t= OxFFFFFFFFi6h && szFileSize )// file size check

szBlockExtraSize = szFileSize § 16;
1f ( szBlockExtrasize )
dmximﬁlnlu = szFileSize ¢ (unsigned int)(szFileSize % 16) - 1;// 168I0|E g2
landle = Creal
g - nrne!hpplngﬁanﬂle,
heFi

Y53 2N2|E2 128H|E EEJSE S

42 7HxI0 o0, g ¢sst ¢naise

J5tRACt of2ff 2o EAIE HE21h 20|
=ME Yallsh=

Xl MYUAOIE )| N - ERYSH |J

vit) = dunny3c);

esize_) )// filesize not null

.
1F ( (signed __int64)(__PAIR__(WIDVORD(dunny3s), dunny9) ¢ 16) > dwMaximunSizelow )// LS SY ST0| 16610|E2CH UEAL HIRIK2l

13 = (dubaxinunsizelow - PAIR _(HIDWORD(dunny3d6), dumny9)) >> 32;

L (1pBasefddress ) = dvMaxinumSizelow - dunny9;
1pBasefAddress__ = (char n)lphsemdrlss + dumew9;// /
HIDMORD(1pBasenddress

1pBasenddress 4 _PAIR__(dunny13, dummy9)) >> 32;

5.57¢EF
SR 2= E ZIHE(0QUX] Q4T

6. FolAtet

- oA Hie] HE TAS L2 22 FL, THULIXIE 2oI5i0] 4
- AIAE AHOIEE HAAER K|



4.2. Snake 21A9)|0]

“‘SNAKE Ransomware Is the Next Threat Targeting Business Networks”
BleepingComputer (2020.1.8)
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| What happened to your files?

We breached your corp k and ypted the data on your computers, The encrypted data includes documents, databases, photos and more -
all were encrypted using a military grade encryption algorithms (AES-256 and RSA-2048). You cannot access those files right now. But dont worry!
You can still get those files back and be up and running again in no time.

| How to contact us to get your files back?

The only way to restore your files is by purchasing a decryption tool loaded with a private key we created specifically for your network.
Once run on an effected computer, the tool will decrypt all encrypted files - and you can resume day-to-day operations, preferably with
better cyber security in mind. If you are & d in purchasing the decryption tool contact us at bapcocrypt@ctemplar.com

| How can you be certain we have the decryption tool?

In your mail to us attach up to 3 files (up to 3MB, no databases or spreadsheets).
We will send them back to you decrypted.
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bss RAVACK RANSOMWARE ATTACK $$$ )
Atention! all your important files were encrypted!
To get your files back send 0.02 Bitcoins and contact us with proof of payment and your Unique Identifier Key.
We will send you a decryption tool with your personal decryption password.
Where can you buy Bitcoins:

https://www.coinbase.com
https://localbitcoins.com

Contact: unlockransomware@protonmail.com.
You can send us any of your files by mail and we will prove to you that we can safely decrypt everything.
After 48 hours, all files on your computer will be destroyed, without the possibility of recovery.

Also we stole some of your personal data that we after will publish if you do not pay.

Bitcoin wallet to make the transfer to is: 3FuA6nChPEEISYnpHyVKuYcSh5Co@W44Q3F0,

Unique Identifier Key (must be sent to us together with proof of payment):
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“Toll says IT systems infected by new variant of ‘Mailto’ ransomware”
CSOonline (2020.2.4)

“Spanish hospitals targeted with coronavirus-themed phishing lures in
Netwalker ransomware attacks” computing (2020.4.24.)
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Hi! "
Your files are encrypted.

All encrypted files for this computer has extension: .aa37a

If for some reason you read this text before the encryption ended,

this can be understood by the fact that the computer slows down,

and your heart rate has increased due to the ability to tum it off,

then we recommend that you move away from the computer and accept that you have been compromised,
rebooting/shutdown will cause you to lose files without the possibility of recovery and even god will not be able to help you,
it could be files on the network belonging to other users, sure you want to take that responsibility?

Our encryption algorithms are very strong and your files are very well protected, you can't hope to recover them without our help.
The only way to get your files back is to cooperate with us and get the decrypter program.
Do not try to recover your files without a decrypt program, you may damage them and then they will be impossible to recover.

We advise you to contact us as soon as possible, otherwise there is a possibility that your files will never be returned.
For us this is just business and to prove to you our seriousness, we will decrypt you some files for free,
but we will not wait for your letter for a long time, mail can be abused, we are moving on, hurry up with the decision.

Contact us:
1.sevenoneone@cock.li
2 kavariusing@tutanota.com

Don't forget to Include your code in the email:
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vssadmin.exe Delete Shadows /All /Quiet

bcdedit.exe /set {default} recoveryenabled No

bcdedit.exe /set {default} bootstatuspolicy ignoreallfailures
wbadmin DELETE SYSTEMSTATEBACKUP

wbadmin DELETE SYSTEMSTATEBACKUP -deleteOldest
wmic.exe SHADOWCOPY /nointeractive
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Your network have been locked. a
All your files, di photos, databases and other imp data are encrypted and have the extension: .feqBRm

Backups and shadow copies also encrypted or removed. Any third-party software may damage encrypted data but not recover.

From this it will be impossible to use files until they are decrypted.

The only method of ing files is to purchase an unique private key.
Only we can give you this key and only we can recovery your files.

To get info (decrypt your files) contact us at (email)
davidgoldman@cocki dhiggens@firemalc

or

p

And send me your ID

UATTENTION !!

!Any third - party software may damage encrypted data but not recover.
11DO NOT MODIFY ENCRYPTED FILES

11DO NOT CHANGE YOUR KEY

Ln 10, Col 1 100% Windows (CRLF)  UTF-8 |
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Your files have been locked!

™) aAll d » d and other important files

P

‘i\ Whats happened‘7

encrypted L

How to decrypt files?
The only way to decrypt your files is to

e

Are you ready?

We guarantee that you can recover all your files.
But you have not so enough time.

Buy m9V742-Decryptor
Price now: 0.4806 BTC (~3800%)

You have: 3 days. 08:39:56 -
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. p3rfOrm4,
. Recognizer,
. VACv2,

. paradise,

https://labs.bitdefender.com/2020/01/paradise-ran-

Paradise . CORP, Bitdefender )
somware-decryption-tool/

.immortal,
. exploit,
. prt,

. STUB,

. Sey,

. sambo

https://www.emsisoft.com/ransomware-decryp-
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5.1.1. Bitdefender 2111 15

BitdefenderAtOof|A{ Paradise
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Paradise

517ts #ERE

.FC, . 2ksys19, . p3rfOrm4, . Recognizer,
. VACv2, . paradise, . CORP, .immortal,
. exploit, . prt, . STUB, . sev, . sambo
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‘Your personal 1D
Zoepacrgsyy

1 you want 0 restore them, wite to us by emai.

4 FREE DECRYPTION AS GUARANTEE!

* Before payment you can send us 1.3 fkes for free decrypton.
 Please note thet fles must NOT contain vakabie formaton.
= The ile size shoukd ot exceed 1MB.

s evdence, we can decrypt one fle

2 HOW TO OBTAIN BITCOINS!
 The easiest way to buy bitcoin i LocalBitois ste.

* oo ocabitciosntt. i
= wite o Google b tobuy Btcon i your county?

*+ Donot rename encypted fes

* You are guarantied 1o ge the decyptor after payment

s evdence, we can decryst one fle

Do not atempe t use the snvius o uniuead the program
© This wilhead 10 vour data oss and uvecoveatle.

=D 2l

Bitdefender

SRR https://labs.bitdefender.com/2020/01/paradise-ransomware-decryption-tool/
‘Bm“*: yption Utility for Paradi B — x
Get the best ransomware protection S — Bitdefender
Please enter the necessary information to start
Scan entire system
Backupﬁles
=T S
Select the encrypted folder
Select the test folder
AlediH https://labs.bitdefender.com/2020/07/paradise-ransomware-decryption-tool/




5.1.2. Emsisoft 2131 15

= HEE SQIEl BE1= EmsisoftAlolA] 2705t Ransomwared #iA19)|0f 2= AL} Ransomwared ZHAQ0{=

2018H0f| ZAE A = 2 Al ALK T S A3} 5t siFH 0 AM et ZES YsH:s S == SEO| AL

Mo H Ransomwared
21715 3Rt .ransomwared
I Rrecovery X

You are ransomwared! To recover your files, email us and buy recovery code ;)
wanna@exra credit

| Encrypted: C:\Users\Users\Documents |

| Encrypted: C:\Users\Users)\Pictures |

| Encrypted: C:\Users\Users\Videos |

| Encrypted: C:\Users\Users \Music |

ST 37|

Emsisoft

= https://www.emsisoft.com/ransomware-decryption-tools/ransomwared
[ emsisoft Decryptor for Ransomwared - o X
EMSISOFT Decryptor for ) —
(DECIyptor | Results Options About
C
D
Ei
Fit
3 51
[ Decwpt ]
© 2019 Emsisoft Ltd. A free of charge service by Emsisoft - www.emsisoft.com .:
A2t https://www.emsisoft.com/ransomware-decryption-tools/howtos/emsisoft_how-
ocod

to_ransomwared.pdf
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2020 =2/ Coronavirus ZHX[X|%S | A | AX|X|%S LXK |XS  Windows 71 27ts
CryptGen

2020 29| Snake Random = AES-256 22{X|X|2tS RSA-2048  Windows 71 275
AP E8

2020 29| Ravack  2ZX|X|2S  AES-256 @ 2A{X|X|2S  RSA-2048  Windows il 27ts

2020 29| Mailto AX|X|2%S | ChaCha  LBX|X|LS Curve25519| Windows 7| 27t
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[2] 2019 127, 2of 2Mlof 22 JIRICH 742~ 320,50674!

[312020FH 127, 2of HI9II0] 324 IR 744+ 185,10574!

[4] The Journal Times('20.02.03.), Ransomware knocks city of Racine offline

3 4 [5] Fox8('2020.01.15.), City of New Orleans says it will take months to recover from recent cyber attack
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Fintech Company Survived Ransomware Attack Without Paying Ransom

“2019 Internet Crime Report”

Ransomware

20194 127], 20} B2I0| B2 LIXEF 714 320,506711

2020 127], Yof 2o 32 AR 244~ 185,105

are knocks city of Racine offline

City of New Orleans says it will take months to recover from recent cyber attack

Toll says IT systems infected by new variant of ‘Mailto’ ransomware
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RANSOMWARE TRENDS & STATISTICS
FIRST QUARTER FOR 2020

gt 3 X | RIS

F 2| [HFER] (58324) FEtHE LIFEA| FIEZ 9 sHRQIEHIRIEL]
[M2FAH (05717) MEA| SLt7 SCHE 135 (7124S) ITHIXERY
1

2 M| L8 SHRCIEUIRIEeIo| Al Zsfet kS 4 QLICH
= B Me| LIR0] Chsh 3HQIE{ Iz Rl0] 517t 9{0] RTiEA U HALE 2t

RANSOMWARE TRENDS & STATISTICS

FIRST QUARTER FOR 2020

=7

20204 1



A\ ////_ ’, ]Iﬂ

2020'—.3 1—.-_—7|

RANSOMWARE TRENDS & STATISTICS
FIRST QUARTER FOR 2020

sl SIROIEUIRISS)



